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Prerequis

Avant de commencer l'installation et la configuration d’'un pare-feu PfSense,
assurez-vous que votre machine virtuelle Linux remplit les conditions suivantes :

1- Systeme d'exploitation FreeBSD avec ISO PfSense : La VM doit
étre équipée d'une installation propre de FreeBSD avec ISO PfSense.
Assurez-vous que votre systeme d'exploitation correspond a l'une de ces
distributions avant de continuer.

2- Acces Administratif : Vous devez avoir un accés administratif, tel qu'un
compte avec des priviléges sudo, pour effectuer des configurations
systeme.

3- Connexion Réseau Fonctionnelle : Vérifiez que la VM est
correctement connectée au réseau et que les interfaces réseau sont
configurées.

4- Acces Internet : Assurez-vous que votre VM ait acces a Internet, car
nous prévoyons de télécharger des packages et des mises a jour.
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Création de la VM :

Nous commencons par la création de la machine virtuelle FreeBSD, otl vous devrez
installer I'ISO PfSense.

Nous la laisserons configurée en mode NAT, ce qui lui permettra d'accéder a Internet.
Il faudra aussi créer d’autres carte réseaux virtuelles afin d’en attribuer une qui sera
attribuer a linterface LAN qui nous permettra d’'administrer le pare-feu et de s’y connecter.

Création des deux interfaces réseaux

Sur VMWare Workstation, dirigez-vous vers le panel de configuration de la VM :

e Créer un segment LAN en lui donnant le nom « LAN »

Device status
Connected

ﬂ Connect at power on

Metwork connection
() Bridged: Connected directly to the physical network

Replicate physical network connection state
() MAT: Used to share the host's IP address

() Host-only: A private network shared with the host
() Custom: Spedfic virtual netwark

VMnetd

ﬂ LAMN segment:

I LAM Segments... || Advanced...

) Device status
Device Summary
Connected
E=Memary 255 MB
FProcessors 1 H Connect at power on
{—\Hard Disk (SCSI) 20 GB _
@ CO,/oVD (IDE) Using file C:\Users\Utilisateur?,.. Network connection
e e A Rridned (&utomati (") Bridged: Connected directly to the physical network
[ etwork Adapter 2 LAM Segment Replicate physical network connection state
I Metwork Adapter AM Segmen
USE Controller Present (_JMAT: Used to share the host's IP address
£l Sound Card Auto detect () Host-only: A private network shared with the host
[_Ipisplay Auto detect () Custom: Spedific virtual netwark
VMnetd

ﬂ LAMN segment:

LAMN w

LAM Segments...  Advanced...




Veillez a bien laisser linterface par défaut en Bridge

. Device status
Device Summary
Memory 256 MB anneEe
Processors 1 Connect at power on
Hard Disk (SC5IT) 20 GB _
CD/DVD (IDE) Using file C:\Users\Utiisateurl, .. Netwark connection
1 Netwark Adapter Bridged (Automatic) {0 Bridged: Connected directly to the physical network
Metwork Adapter 2 LAN Segment ["IReplicate physical network connection state
Metwork Adapter 3 LAN Segment
USB Controller Pregent (_JNAT: Used to share the host's IP address
Sound Card Auto detect (_) Host-only: A private network shared with the host
Display Auto detect () Custom: Spedific virtual network
() LAM segment:
LAN Segments... | Advanced...
Add... Remave

Vous pouvez maintenant démarrer la VM.

Configuration de la VM

L’installateur de pfSense va tout d’abord analyser la configuration matérielle de la VM et
charger l'assistant d’installation.

pcib28: <ACPI PCI-PCI bridge> at device 24. pci@

pcib29: <ACPI PCI-PCI bridge> at device 24. pcif

pcib3B: <ACPI PCI-PCI bridge> at device 24. pci@

pcib31: <ACPI PCI-PCI bridge> at device 24. pci@

pcib32: <ACPI PCI-PCI bridge> at device 24. pcif

pcib33: <ACPI PCI-PCI bridge> at device 24. pci@

pcib34: <ACPI PCI-PCI bridge> at device 24. pci@

acpi_acadB: <AC Adapter> on acpiB

atkbdcB: <Keyboard controller (i8842)> port Bx68,8x64 irq 1 on acpiB

atkbdB: <AT Keyboard> irq 1 on atkbdcH

kbdB at atkbdd

atkbdB: [GIANT-LOCREDI]

psMB: <P5-2 Mouse> irgq 12 on atkbdcB

psmB: [GIANT-LOCHED]

WARNING: Device "psm" iz Giant locked and may be deleted before FreeBSD 14.8.
psHB: model IntelliMouse, device ID 3

acpi_syscontainerB: <{System Container> on acpiB

ormB: <ISA Option ROMs> at iomem BxcBBBB-Bxc7fff,AxcBBAA-Bxc9fff,BxcaBBB-Bxcafff
,BxchBBB-Bxchfff,AxccABB-Bxccfff, BxdcBAB-Bxdffff, OxeBBBB-Bxe7fff pnpid ORMBBBA o
n isaB

vgaB: <Generic ISA UGA> at port Bx3cB-Bx3df iomem BxaBBAB-Bxbffff pnpid PNPB9BA
on isah@

Timecounter "TSC-low” frequency 1896448888 Hz quality 1888

TiMecounters tick every 18.888 msec




Une fois l'analyse terminé, veuillez accepter le contrat d’utilisation de pfSense en appuyant
sur « Entrée »

pfSenze Installer

|Copyright and distribution notice|
Copyright and Trademark Hotices.

Copyright(c) 28A4-2H816. Electric Sheep Fencing, LLC ("ESF").
All Right=s Reserved.

Copyright(c) ZH14-2823. Rubicon Communications, LLC d-b-a Hetgate
("Metgate™).
All Rights Reserved.

All logos, text, and content of ESF and-sor Netgate, including underlying
HTHML code, designs, and graphics used and-or depicted herein are
protected under United States and intermatiomal copyright and trademark
lamws and treaties, and may not be used or reproduced Wwithout the prior
express Written permisszion of ESF and-or Metgate.

"pfSense"” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used wWwithout the prior express written
permviz=sion of ESF and-or Hetgate. All other trademarks shown herein are
26%—

[Accept]

Ensuite cliquer sur « Install » afin débuter l'installation de pfSense.

pfSensze Installer

e lcome
Helcome to pf3enset

Install Install pfSense
Rezcue 3hell Launch a shell for rescue operations
Recover config.=ml Recover config.xml from a previous install

<Cancel >

Sélectionner le partitionnement de disque en « Auto (ZFS).



pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (UFs)  Luided UFs UDisk setup
Manual Manual Disk 3Setup (experts)
shell Open a =shell and partition by hand

<Cancel >

To use ZF3 with less than 8GB RAM, see https:-/7uWiki. freebsd.orgsZFSTuningGuide

Puis cliquer sur « Install » afin de lancer linstallation avec le partitionnement choisis.

pfSenze Installer

ZF5 Configuration
Configure Options:

»>> Insta Proceed With Installation
Pool TypesDisks: stripe: B disks
Rescan Devices »*

Disk Info *

Pool Hame pfiensze

Force 4R Sectors? YES

Encrypt Di=zks? NO

Partition Scheme GPT (BID3)

SHap 3ize 1g

Mirror Swap? NO

Encrypt Swap? NO

-]

N
q
E
P
3
M
W

<Hgelect | {Cancel>

—I[U=e alnum, arrows, punctuation, TAB or ENTERI]

Create ZF5S boot pool with displayed options

Nous allons installer pfSense en mode sans redondance (mode Stripe).



pfSense Installer

ZF3 Configuration
Select Virtual Dewvice type:

Siripe — Ho Redundanc

Mirror Mirror - n-Hay Mirroring

raidld RAID 1+8 - n x 2-lay Mirrors
raidzl RAID-Z1 - Single Redundant RAID
raidz? RAID-ZZ - Double Redundant RAID
raidz3 RAID-Z3 - Triple Redundant RAID

<Cancel>
[Press arrows, TAB or ENTER]

[1+ Disks] Striping provides Maximum storage but no redundancy

Sélectionner le disque dur virtuel et cliquer sur « Yes ».

ZF5 Configuration

LlE laBfMware, UMware Virtual S

WO < Back >

Z2F5 Configuration

fAire you sure you want to

the current contents of the following disks:

daf

< MES > { NO >

[Pre=ss arrouws, TAB or ENTERI]

Une fois linstallation faite, vous aurez ce message. Il suffira de Reboot la VM afin que cela
soit pris en compte.



!Euhplete!

Installation of pfSense complete!

Hould you like to reboot into the
installed system now?
[Reboot 1 [ hell 1

Démarrage pfSense

Au premier démarrage il faudra veiller a bien assigner les bonnes interfaces réseau des
cartes réseaux que nous avons rajouter auparavant.

FreeB5D/amdb6d (pfSense.home.arpal (ttypvB)

UMumare Uirtuwal Machine - Hetgate Device ID: dd4f7d4fa69d64852c18h
=xx llelcome to pfSense 2.7.HB-RELEASE (amdBG4) on pfSense wxx

HAN f(wanl
LAN (lan)

-» w4-s0HCP4: 192.168.8.
-> vd: 1892.168.1.1-24

-» emMA 193-24

-» eml

a2l
1)
21
31
q1
9]
6)
73
g)

Logout (35H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot systemn

Halt systen

Ping host

Shell

9]
18)
11)
12)
13)
143
157
167

pfTop

Filter Logs

Restart weblonfigurator

PHP =hell + pfSenze tools
Update from console

Enable Secure Shell (==shd)
Restore recent configuration
Restart PHP-FPH

Enter an option: [

Configuration Interfaces IP

Pour utiliser l'interface LAN et ainsi pouvoir administrer via interface graphique le pare-
feu il faut suivre saisir le numéro 2.
=#x Llelcome to pfSenze 2.7.8-RELEASE (amdBG4) on pf3ense s

HAN (man)
LAN (lan)

->» wd-s0HCP4: 192.168.8.193-24
->» wd: 192,168.1.1-24

-» enB
-» eml

H) Lugnut (S5H only) 9) pfTop

183
11)
123
13)
14)
15)
16)

Interfaces

. Wweblonfigurator password
Rezet to factory defaults
Reboot sy=stem
Halt system
Ping host
Shell

Enter an option:

Filter Logs

Restart webConfigurator

PHP =shell + pfSenze tools
Update from console

Enable 3ecure 3hell (sshd)
Restore recent configuration
Restart PHP-FPH



Ensuite il faudra séléctionner linterface que nous voudrons configurer. Ici on va saisir
l'interface LAN donc numéro 2.

Available interfaces:

Y — LAM (eml - =static)

Enter the number of the interface you wish to -::l:mfigure:

Configure IPvd address LAN interface wvia DHCP? (p/n]E

Ensuite il faudra saisir les informations pour configurer linterface tel que lip, passerelle
etc. Pour ma part voici ce que je saisis :

= Adresse IP de l'interface LAN : 192.168.100.1

= Masque de sous-réseau (en notation CIDR) : 24 = 255.255.255.0
= Pas de passerelle

= Pas de configuration IPv6

= Pas de serveur DHCP IPv4 - il pourra étre configuré par la suite depuis
l'interface Web

IPvd address. Press <ENTER> for none:

192.168.1688.1
Subnet Hasks are entered as bit counts (as in CIDR wnotation) in pf3ense.
e.g. 255.255.255.8 24

255.255.8.H 16
255.8.8.8 g

Enter the new LANH IPvd subnet bit count (1 to 32):
> |24

For a WAH, enter the new LAN IPuvd4 upstream gateway address.

For a LAN, Jpress <{ENTER> for none
>

Configure IPuv6 address LAN interface wvia DHCPG? (p/n][:]

Enter the new LAN IPuE address. [Press {ENTER> for none}:

>

Do you want to enable the DHCP server on LANY (p/n)[:i]

Vous venez de finir la configuration de l'interface LAN du pare-feu pfSense. Il faudra
maintenant accéder a linterface graphique via le lien qui est apparu a la fin de la
configuration de linterface LAN.

Voici lurl pour ma part : http://192.168.100.1/

Les identifiant par défaut sont admin/pfsense.

L’assistant web s’affichera et vous devrez alors cliquer sur « Suivant »


http://192.168.100.1/

Flisense

COMMUMITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Setup / 7]

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen

pfSense® software is developed and maintained by Netgate®

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (7]

Step 1 0of 9

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from
branch office to enterprise — on premises to cloud

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies
around the world choose Netgate support because

» Support is available 24 hours a day, seven days a week, including holidays

« Support engineers are located around the world, ensuring that no support call is missed

« Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience
with networking

Vous devez alors saisir a la suite les serveurs DNS de votre pare-feu. Pour ma part je vais
mettre : 8.8.8.8 (celui de google) et 1.1.1.1 (celui de google aussi).



Wizard / pfSense Setup/ General Information (2]
| Stepdofd |

On this screen the general pfSense parameters will be set.

Hostname pfSense

Name of the firewall host, without domain part
Examples: pfsense, firewall, edgefw

Domain home.arpa

Domain name for the firewall
Examples: home.arpa, example.com

Do not end the domain name with "local’ as the final part (Top Level Domain, TLD). The ‘local’ TLD is widely used by mDNS
(e.g. Avahi, Bonjour, Rendezvous, Airprint, Airplay) and some Windows systems and networked devices. These will not

network correctly if the router uses 'local as its TLD. Alternatives such as 'home.arpa), local.lan, or 'mylocal’ are safe

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly. To use the manually configured DNS servers below for client queries, visit Services > DNS Resolver and
enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 1.1.1.1

Secondary DNS 8888
Server

Override DNS
Allow DNS servers to be overridden by DHCP/PPP an WAN

Ensuite vous devrez configurer le serveur de temps qui permettra alors d’avoir Uheure de
votre région sur le pare-feu.

Wizard / pfSense Setup/ Time Server Information (2]

Time Server Information

Please enter the time, date and time zone.

Time server 2 pfsense.pool.ntp.org
hostname

Enter the hostname (FODMN) of the time server

Timezone Europe/Paris pl

Veuillez décocher les deux cases suivantes pour la prochaine étape :

Configuration pfSense 11



RFC1918 Networks

Block RFC1918 [ —| Block private networks from entering via WA NI
Private Networks

When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8

172.16/12, 192,168/16) as well as loopback addresses (127/8). This option should generally be left turned on, unless the
4 ¥

WAN network lies in such a private address space, too

Block bogon networks

Block bogon l —| Block non-internet routed networks from entering via Wﬁ«N]
networks

Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear as the source

address in any packets received

Ensuite laisser la configuration de base du LAN :

Wizard / pfSense Setup/ Configure LAN Interface (7]

Step Hof 9

Configure LAN Interface
On this screen the Local Area Network information will be configured.

LAN IP Address 192.168.100.1

Type dhcp if this interface uses DHCP to obtain ite IP address.

Subnet Mask 24 w

Définissez a la suite votre futur mot de passe :

Wizard / pfSense Setup/ Set Admin WebGUI Password (7]

Step bof 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password  ccoeeeine

Admin Password e

AGAIN

Ensuite vous devrez recharger la configuration afin que ce dernier prenne en compte la
configuration que vous avez mis en place.



Wizard / pfSense Setup / Reload configuration (2]
Step 7 of 9

Reload configuration

Click ‘Reload’ to reload pfSense with new changes.

Maintenant que vous avez recharger la configuration, vous aurez alors un petit
récapitulatif de la configuration.

Wizard / pfSense Setup / Wizard completed. (2]

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your netwaork,

[Check fior updales]

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people invelved in impraving and expanding pfSense software by taking a moment to answer this
ghort survey (all answers are anonymous)

Anonymous User Survey

Useful resources.

+ Learn more about Netgate's product line, services, and pfSense software from our website

+ Tolearn about Netgate appliances and other offers, visit cur store

+ Become part of the pfSense community. Visit our forum

+ Subseribe to our newsletter for engoing product infermation, software announcements and special offers.

Voila vous venez de finir la configuration de votre pfSense.

D’autres tutoriels

Si vous souhaitez mettre en place d’autres solutions tels qu’'un reverse proxy, proxy, vpn
sitezsite ou client2site etc. :

Configuration pfSense 13



e https://www.it-connect.fr/pfsense-et-squid-ajouter-le-filtrage-par-categories-avec-
squid-guard/

e https://wwuw.it-connect.fr/proxy-transparent-mise-en-place-de-squid-sur-pfsense/

e https://wwuw.it-connect.fr/reverse-proxy-https-avec-pfsense/

e https://www.it-connect.fr/pfsense-configurer-un-vpn-ssl-client-to-site-avec-

openvpn/

e https://wwuw.it-connect.fr/von-site-to-site-ipsec-entre-deux-nfsense/

Sources

1- https://www.it-connect.fr/tuto-vmware-workstation-lab-virtuel-pfsense/



https://www.it-connect.fr/pfsense-et-squid-ajouter-le-filtrage-par-categories-avec-squid-guard/
https://www.it-connect.fr/pfsense-et-squid-ajouter-le-filtrage-par-categories-avec-squid-guard/
https://www.it-connect.fr/proxy-transparent-mise-en-place-de-squid-sur-pfsense/
https://www.it-connect.fr/reverse-proxy-https-avec-pfsense/
https://www.it-connect.fr/pfsense-configurer-un-vpn-ssl-client-to-site-avec-openvpn/
https://www.it-connect.fr/pfsense-configurer-un-vpn-ssl-client-to-site-avec-openvpn/
https://www.it-connect.fr/vpn-site-to-site-ipsec-entre-deux-pfsense/
https://www.it-connect.fr/tuto-vmware-workstation-lab-virtuel-pfsense/
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